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Render unto Fu that which is Fu's

• Kevin Fu is the co-director, with T. Kohno and W. Maisel, of the Medical Device 
Security Center a cross-disciplinary research initiative on medical device securitySecurity Center, a cross disciplinary research initiative on medical device security, 
privacy, safety, and effectiveness. The center relies on a partnership between 
researchers at the Beth Israel Deaconess Medical Center, Harvard Medical 
School, the University of Massachusetts Amherst, and the University of 
Washington (see sec re medicine org for more)Washington (see www.secure-medicine.org for more).

• Kevin was kind enough to send me some material to prepare this talk and points 
t i t ti URLme to some interesting URLs.

• For a quick introduction to the domain, I recommend:q
• [Fu09] Kevin Fu, Inside Risks, “Reducing Risks of Implantable Medical Devices”, Communications of the 

ACM, June 2009, Vol. 52, N.6 , pp. 25-27.
• [Fu09b] Kevin Fu, “Implantable Medical Devices: Security Privacy for Pervasive, Wireless Healthcare”, 

March 2009, talk, slides available on line at http://www.cs.umass.edu/~kevinfu/talks/Fu-IMD-security.pdf

• See also the upcoming 1st Usenix Security workshop on Health Security and 
Privacy  (August 10, 2010, Washington, DC, www.usenix.org/event/healthsec10)
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Symantec At a Glance

Founded in 1982 $6.2 billion revenue in
IPO in 1989

More than 17,500 employees

$6.2 billion revenue in 
FY 2009

More than 600 global patents

Operations in more than 40 
countries       

More than 56 million active 
consumer users

99 percent of Fortune 1000
companies are customers

110 million enterprise 
customers 

#419 on the 2009 Fortune 500 Invest 15% annual revenue 
i R&D#419 on the 2009 Fortune 500 in R&D
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Today’s reality
More risks more demands smaller budgetsMore risks, more demands, smaller budgets

Technology Sprawl = Added Riskec o ogy Sp a dded s

More risks, bigger consequences
• Stealthy attacks grow 468% in ’07

Relentless demand, financial pressure
6X gro th in storage from ’07 to ’11

y g
• Information mobility puts risk everywhere

• 6X growth in storage from ’07 to ’11
• People, business and technology inseparable

Operating PervasiveElectronicDelivery DevicesComputing + 
Systems NetworksCommunicationsModels DevicesVirtual Platforms
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Requirement 
Technology-centric to information-drivenTechnology-centric to information-driven

Securing Technology Protecting InformationSecuring Technology Protecting Information

Device-centric

Pl tf ifi

Information-focused

T h l tiPlatform-specific

Perimeter-based

Technology-agnostic

Location-independent

Protected = 
good security

Protected = 
best security + well-managed
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Medical Telemetry Infrastructure
www thei3p org/docs/publications/whitepaper-protecting global medical pdfwww.thei3p.org/docs/publications/whitepaper-protecting_global_medical.pdf
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Focus: what about IMDs?

• Securing Implantable Medical Devices is not only about securing “a 
d i ”device”.

• It is also about• It is also about 
– Protecting the elements interacting with it to ensure its integrity
– Protecting the information coming from it to preserve its confidentialityg g p y
– Ensuring its availability with malicious interactions in mind.

• In other words it is also about managing the control and data flows it is• In other words, it is also about managing the control and data flows it is 
part of.

• Most importantly,  functional correctness must be ensured despite an 
adversarial environment (maliciousness, stupidity, carelessness, etc.)
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Functional correctness ….

www.wired.com/threatlevel/2010/03/hacker-bricks-cars/
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Note that the “service” was “correctly” delivered!



Correctness in an adversarial context
(picture taken by K Fu [Fu09b])(picture taken by K. Fu [Fu09b])
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Examples of vulnerabilities for IMDs

• In [Halperin08] it is “ shown how lifesaving therapies could 
silently be modified and disabled via radio communication on 
an implantable defibrillator that had passed premarket 
approval by regulators The same device was reprogrammedapproval by regulators. The same device was reprogrammed 
with an unauthenticated radio-based command to induce a 
shock that causes ventricular fibrillation (a fatal heart rhythm). 
This implantable cardioverter defibrillator has been implanted 
in hundreds of thousands of patients “ [Fu09]

– [Halperin08] Halperin, D. et al. Pacemakers and implantable cardiac 
defibrillators: Software radio attacks and zero-power defenses. In 
Proceedings of the 29th Annual IEEE Symposium on Security and 
Privacy, May 2008.
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Experimental devices used in [Halperin08]
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Privacy attack taken from [Fu09b]
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Availability attack taken from [Fu09b]

Marc Dacier (marc_dacier@symantec.com) EHRA Summit, Sophia Antipolis, France  - March 22, 2010 18



Integrity attack taken from [Fu09b]

Vulnerabilities exist.

What about attacks?
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Fools exist …

• “In 1982, someone deliberately laced Tylenol capsules with 
cyanide and placed the contaminated products on store 
shelves in the Chicago area. This unsolved crime led to 
seven confirmed deaths a recall of an estimated 31 millionseven confirmed deaths, a recall of an estimated 31 million 
bottles of Tylenol, and a rethinking of security for packaging 
medicine in a tamper-evident manner” [Fu09]
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Fools exist (ctd.)
www.wired.com/politics/security/news/2008/03/epilepsy
also mentioned in [Fu09b]
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Full disclosure advocates exist

• Some people firmly believe that full disclosure of attack 
techniques is the only way to make things change (for the 
better).

• One can draw an interesting parallel with the work done by A. 
B i i d D Bi bli h d t C t 2007 iBarisani and D. Bianco, published at Cansecwest 2007 in 
which they did reverse engineer the RDS-TMC (Radio Data 
System – Traffic Messages Channel)System Traffic Messages Channel)   
– http://dev.inversepath.com/download/rds/cansecwest_2007.pdf 

• How long will it take to see the details of an IMD attack device 
published?
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Example of an RDS-TMC attack
dev inversepath com/download/rds/cansecwest 2007 pdfdev.inversepath.com/download/rds/cansecwest_2007.pdf
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Conclusions

• We must learn from the past 

• Security is not an “add-on” feature. It must be considered 
th h t th t d l t l f ththroughout the system development cycle, from the very 
beginning.

• Security improvement should not occur, only, as a 
consequence of a catastrophic disaster:q p

– Morris Worm, TFN2K, Code Red, Storm, etc.

• There is a large body of knowledge in the security community 
that one could tap into in order to deal with the very specific 
constraints of this new application domain

Marc Dacier (marc_dacier@symantec.com) EHRA Summit, Sophia Antipolis, France  - March 22, 2010 24

constraints of this new application domain.



Collaboration opportunities

• IMD security is, surprisingly, a domain that does not benefit 
f id i th it itfrom a wide exposure in the security community.

– Situation could/should change (www.usenix.org/event/healthsec10)

• There is definitely room for very interesting collaborations in 
this space.this space.

• It is not only about the patients The reputation of companiesIt is not only about the patients. The reputation of companies 
could also be the target of the attacks carried out by well 
organized crooks (e.g. for extortion purposes as observed in 
DDoS nowadays)DDoS nowadays).

• Feel free to contact me: marc dacier@symantec com
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• Feel free to contact me: marc_dacier@symantec.com



Thank YouThank You

Marc DacierMarc Dacier

marc_dacier@symantec.com
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